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One definition of e-commerce

An e-commerce transaction is the sale or purchase of goods or services, conducted over computer
networks by methods specifically designed for the purpose of receiving or placing of orders.

The goods or services are ordered by those methods, but the payment and the ultimate delivery of
the goods or services do not have to be conducted online.

An e-commerce transaction can be between enterprises, households, individuals, governments, and
other public or private organisations.

The interpretation includes orders made in web pages, extranet or Electronic Data Interchange (EDI).

The interpretation excludes orders made by telephone calls, facsimile, or manually typed e-mail.

Source: OECD Guide to Measuring the Information Society 2011 (Organisation for Economic Co-operation and Development, 2011)
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Possible distinctions In e-commerce

e Statistics about e-commerce often cover:

Only sales of goods, not sales of services.
Only sales to consumers, not sales to businesses.

Only sales over computer networks, not sales over post or
telephony connections.

Only sales by formal orders, not sales by written or spoken
requests.

Only sales through websites, not sales through electronic data
interchange.

« Laws about e-commerce are not always so limited, as the
distinctions can be unexpected to consumers; for instance:

CDs and DVDs are goods but downloading and streaming might
be regarded as services.

Website forms could be identical with postal order forms or
structured like telephone voice menus.
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Business e-commerce in the UK by industry sector
(2012)

Litilities £7.6bn 53 ? bn

Information & Other £3 1hn

cammunicatmn
Other £11.9bn
£28 Thn
Transport &
Wholesale storage
£50.1 bn SR e
Utilities Manufacturing
£8.7bn £145.2bn
Manufacturing
£11.9bn
Transport & Wholesale
storage Retail £121.9hbn
£19.8bn £23.4 bn
Information &
communication
£21.4bn
Sales through websites Sales through electronic data interchange
(for businesses or consumers) (for businesses)

Source: E-commerce and ICT activity 2012 (Office of National Statistics, 2013)
Sample: 7700 businesses with more than 10 employees
Note: 1 GBP=9.82 CNY

Business sales using electronic data interchange
have still double the value of those using websites.
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Growth of online consumer purchases in the UK by
year, purchaser age and purchaser sex (2014)
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Source: Internet Access— Households and Individuals 2013 (Office of National Statistics, 2014)
Sample: 3000 adults in the UK
Note: Amazon, Ebay and Tesco (perhaps the sales websites most used in the UK) were set up in 1995, 1995 and 2000 respectively.
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A new sort of shopping: “click and collect”

In local stores and in special offices in the UK

collect+

parcels made easy

Business Users - About Us

Our Services =

Our Services

Qur three services are all designed to fit arcund your life, so you can send, collect
and return your parcels from your local CollectPlus store, at a time that suits you.

Send a parcel Click & Collect

T you sell online, or want 1o send a gift ©
a3 loved cne. our send service is parfect fi

Changed your mind? Retum your Shop with your favourite brands cnline
unwanted purchases 1o over 260 and collect your purchases at your local
retailers store

oo

3 Track your parcel online 1o
its destination

3.Track your parcel online 1o
its destination

3.Take your code to the store

T T g e

Doddle.

How to Doddie

Doddle is the parcel
service designed for busy
people like you

Doddie Is 2 parcal sanvics at §is In with your B%2. No more watng. No
maore missad divanies. With Doddie shops in and around train siatans
¥ou can Doddie your parcal on 2 way 10 work, while you're out shopping
oF Simply WNEnSver youre passing

)@

Doddie shops are opan aarly untl 312, s2ven days 3 wesk. Whnather youre
sanding, colfecting or returming, it should onfy take around ta0 minuies 1
Dodde and our well-yainad, Hiendly s13ff are Iways on nand o haip

B & O

1 Buy. print and attach your ? 1 Stick your label onto your A 1Buy online and choose
[ELEN parcel CollectPlus as your delivery
option
2. Drop your parcel off at your % 2.Drop your parcel off at your a 2¥oull be emailed 2
local ColleetPlus store local CollectPlus store = collection barcode when
your item arrives in-store

and collect your purchase

RIVER ISLAND  @Mazon

Clarks  very
QS0S JohnLewis

Visit a Click & Collect partner:

Select s Click & Collect partnel )

CollectPlus

Great locations

Our shops are In he best locaions In the
winole wodd. They are safe, secure and

We know you aee besy people 50 we have
decided to open 7 days a week, exdy unill
late 30 you get bo choose exactly how,
when and where you send and receive
parceds_ We are ail about making It easy Sor
you - hal's what makes us special.

Dedicated shops

We think our dedicated shops e ihey
coof - especiaify if you like pupie.

Some very clever propie have designed
everything Inside to make our service
fast siople and efieclive. R takes less
than two minutes to Doddie, either Sace-to-
face with one of cur Doddie team or using
our smad, casy-touse seifsewvice pods.

Doddle

Locations Us Careers News

Brilliant people

Our Doddie siaff kmow absolutedy
everything these is to kmow about parceds.
(They know ofter ihings 00 of couse but
hat's probably not 50 impotant )

They ase pice, smiley and helphd. Most of
=il ey ave peowd of the Doddie senvice.

Source: CollectPlus website 2014 (http://www.collectplus.co.uk/our-services) and Doddle website 2014 (http://www.doddle.it/about).
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An impersonal variant: “click and collect”
In car parks in the UK

Waitrose has become the first supermarket in the UK to launch a
trial of automated, temperature-controlled lockers for online
grocery orders in third party locations.

Orders will be stored in ambient, chilled and frozen temperature-
controlled lockers which can be refilled several times in a day.
Customers can place orders through www.waitrose.com (on their
computer, tablet or mobile phone) or the Waitrose smart phone
app, and will be sent a text message with a PIN. They can then
drive up to the Click & Collect lockers, enter the PIN and collect
their shopping.

This reflects the changing way that our customers live and shop,
with convenience a prime motivation for shoppers in the 21st
century. One of the dominant trends in retailing is the growth of
the "transumer" —who wants to shop while they are on the go —
and Waitrose hopes this exciting innovation will appeal to those
with busy lifestyles.

Source: Waitrose's market leading Click & Collect trial begins (Waitrose, 2014)
(http://www.waitrose.presscentre.com/Press-Releases/\Waitrose-s-market-leading-Click-Collect-trial-beqgins-f74.aspx)
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Possible negative implications of e-commerce for
soclety and the economy

« Decline in numbers of small local shops.

« Effect of deliveries on climate change.

« Fall in quality due to comparisons based on prices only.
« Difficulty of cross-border tax revenue recovery.

« Shift of advertising from free-to-air broadcasting.

« Exclusion of the digitally disadvantaged.

* Increase in excessive consumption.

« Spread of the dark net.

Not all the effects are obviously beneficial.
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Numbers and expenditures of online consumers of
goods by geographic region (2013)

EUR6G03
averagespend/year ‘

have shopped online

EUR194
average spend/year

81%
| have choppednline

EUR 646
overage spendiyear

Source: E-commerce in
Europe 2014
(PostNord, 2014)
Sample: 1000 adults

(using online access) in § s0%
each of 12 countries TN ';J;‘:‘;‘“""’
Note: 1 EUR=7.76 CNY S
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Values of online consumer purchases of goods by
geographic region (2013)

N UK B Germany M France Mordic region
Spain Italy Benelux M Poland
6.3
83

Turnover

(2013),

126 EUR billion

Source: E-commerce in
Europe 2014
(PostNord, 2014)
Sample: 1000 adults
(using online access) in
each of 12 countries
Note: 1 EUR=7.76 CNY 464
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Numbers of online consumers of goods by
geographic region (2013)

Clothing/footwear 4 23 64 |58 4.2 59
Books 274 77 - 5 |55 47 3838
Home electronics! 227 15 m E m

Cosmetics, skincare and haircare 1659 1043 E . E
CDs 16.9 135 BRl
M Germany Mordic region
Films, DVDs 163 138 R o UK .
Home furnishing/furniture 12.8 105 39 | | | . E:'?ce . EE:““":“
ain an
i 14 46
Sport/letsure . I l ' Homee electronics means: computers and [T
accessories, TWs, music systems, home cimema
Children’s articles® 9.9 Fi l I . systems, mobile phones and accessories, and
alactrical household appliances.
Car accessories ) I i l I E * Excluding toys.
Source: E-commerce in ! Excluding computer games.
Europe 2014 Toys* 83 76 l I I
(PostNord, 2014)
Sample: 1000 adults Food Q) ! I "

(using online access) in Ml
each of 12 countries I [ [ [ [ [ on
Note: 1 EUR=7.76 CNY 0 20 40 60 80 100
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Experience of online access and purchases in the
EU and the UK (2013)

100
a0
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Percentage
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individuals a0
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HEU
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10 A

Accessedthe Ordered goodsor

Internetin the services overthe
previous year Internetfor
private use in the
previousyear

Source: Eurostat data base dependent on Internet Access— Households and Individuals 2013 (Office of National Statistics, 2014)
Sample: 3000 adults in the UK
Note: ONS estimates are slightly lower than Eurostat ones because of small differences in method.
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Experience of online consumer purchases in the
EU and the UK by purchase type (2013)
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Source: Eurostat data base dependent on Internet Access— Households and Individuals 2013 (Office of National Statistics, 2014)
Sample: 3000 adults in the UK
Note: ONS estimates are slightly lower than Eurostat ones because of small differences in method.

ﬂ' Antelope Consulting 14



Experience of problems with online consumer
purchases in the EU and the UK by problem type
(2009)

E —
5 -
4 -
Percentage of individuals
who ordered goods or mUE
services over the Internet 3
for private use in the mEY
previousyear
2 -
: I I
0 T T T T T T T
Speed of Delivery costs Wrongor Fraud Difficulties in Technical Difficulties in Other
deliverylonger orfinal price  damaged good complaining or failure finding
than indicated  higherthan or services getting redress information
indicated delivered about legal
rights

Source: Eurostat data base dependent on Internet Access— Households and Individuals 2009 (Office of National Statistics, 2010)
Sample: 3000 adults in the UK
Note: ONS estimates are slightly lower than Eurostat ones because of small differences in method.
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Experience of online consumer purchases in the
UK by purchase type, purchaser age and purchaser
sex (2014)

I 1c-24
60
I 25-34
50 - - 35-44
Percentage of individuals B 35-54
who ordered goods or 40 A
services over the Internet . 55-64
for private use in the 30 4 65+
previousyear
20 A m—en
m——Women
10 A
1]

Source: Internet Access— Households and Individuals 2013 (Office of National Statistics, 2014)
Sample: 3000 adults in the UK
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Nature of the EU

* 6 countries, initially:

— Encouraging trading to make countries interdependent and
reduce risks of conflict (after the 1939-1945 war).

— Abolishing tariffs.
— Combining policies for coal and steel.
- 28 countries, currently:
— Creating a single market.
— Harmonising standards and regulations.

— Combining policies for many things (such as human rights,
climate change and international aid).

« 18 countries sharing a currency (not including the UK).

- 24 official languages (with English, French and German
particularly important).
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Enlargement of the EU

L

1981: 10 countries 1986: 12 countries 1995: 15 countries

1951: 6 countries

2004: 25 countries 2007: 27 countries 2013: 28 countries

Note: Iceland, Lichtenstein and Norway are also in the single market (for free movement of goods, services, persons, and capital).
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Demographic differences between countries in the
EU (2013)
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Source: Antelope Consulting calculation based on Eurostat view of population structure 2014
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Economic differences between countries in the
EU (2013)

300 A
250 A
200 - M Actual Individual
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Source: Consumption per capita amongst Member States: highest rate was nearly triple the lowest (Eurostat, 2014)
Note: Luxembourg is anomalous because many large organisations record their sales there for tax reasons.
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Principal institutions in the EU

Institution Formation Function
European Appointed through open examinations | Proposing, drafting, consulting
Commission (except for the Commissioners, who citizens about, and monitoring

are chosen by the governments of the | implementations of, legislative acts
member countries and approved by
the European Parliament)

Council of Ministers | Chosen by the governments of the Amending and adopting proposed
member countries according to the legislative acts
subjects under discussion
European Elected by the citizens of the member | Amending and adopting proposed
Parliament countries legislative acts
Court of Justice Appointed by agreement between the | Interpreting adopted legislative acts

member countries

Note: The European Union (EU) is not the same as the Council of Europe, which has 47 member countries including those in the EU.

ﬁ Antelope Consulting 22



Political groups in the European Parliament (2014)

Alliance of Liberals and

Democrats for Europe — ALDE \ European People’s Party
68 (Christian Democrats) — EPP
220
Greens/European Free
Alliance — Greens/EFA
S0 European Conservatives
Progressive Alliance of and Reformists — ECR
Socialists and Democrats 70
—>4&b Europe of Freedom and
191 Direct Democracy
— EFDD

European United Left- /h

TOTAL 48
751
MNordic Green Left

— EUL/NGL Non-attached MEPs — NI
52 52

Source: How the European Union works (European Commission, 2014)
Note: The member states have seats according to their shares of the population
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Laws (or “legislative acts”) in the EU

Legislative act

Scope of application

Ordinary mode of bringing into effect

countries

Regulation Binding on all member countries or Adoption by the Council of Ministers
individuals and the European Parliament

Decision Binding on particular member Adoption by the Council of Ministers
countries or individuals and the European Parliament

Directive Binding on all or particular member Adoption by the Council of Ministers

and the European Parliament, and
subsequent transposition into the

national laws of the member countries

by the due date
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Adoption of legislative acts in the EU

| 1. Proposal from the Commission |

| 2. Opinions from nationzl parliaments |

3 Opinions from the European Economic and Socal Commitbee andfor the Committee of the Regions
twhen this is required)

FIRST READING

4. First reading by the Europsan Parizment: Parliament adopts 2 position (amendments)

¥

| 5. Commission can amend its proposal |

¥

| E. First reading by the Council [*} |

| |
7. Council appraves Parlizment’s pasition 8. Counol and Parlizment disagree on amendments.
The act is adopted Council adopts position at first reading

SECOMND READING l

9. Second reading by the Parlizment: Parliament approves the Council's position at first
reading — the act is adepted in ‘early second reading’ — or proposes amendments

E 2

| 10. Commission opinion on Pariament's amendments |

| 11. Second reading by the Council (*) |
[ |

L L

12. Council approves 2l Padizment’s amendments to
the Council's position at first reeding.
The act is adopted

13, Cowncil 2nd Parliament disagree on amendments
to the Council's position 2t first reading

CONCILIATION l

| 14. Conciliation Committee is comvened |

¥

| 15. Conciliation Committes agrees on 2 joint text |

Source: How the European Union works -

(European Commission, 2014)

16. Parliament and Council agree with the propasal 17. Periement andfor Council disagree with the
from the Conciliation Committee, and proposzl from the Conciliztion Committee, and
the act is adopted the act is not adopted

[y Coupctl atopts ks postion by 2 QI Mty {ihe Seatos peovids fof SEanisily 1B 3w SXomtional 2] Howower, IF 0 Councl Iniends. 100V i Fare tha
Corameission's proposaliopivion i adopts its position by usanirsily
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Transposition of legislative acts in the EU

« Some EU legislative acts come into effect immediately after
adoption.

 Most EU legislative acts need to be put into the legal systems
of all the member countries.

* In the member countries there might need to be both enabling
acts and detailed regulations, each subject to public
consultations.

From initial proposal to final effect can take several years.
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Revision of legislative acts in the EU

« The implementations of legislative acts are monitored.

« After some years the legislative acts might be replaced or
amended.
 Thereplacements or amendments might, for example:
— Remove limitations being exploited in undesirable ways.
— Reduce differences between national systems.
— Eliminate obsolete requirements.

The legislative acts relating to consumer policy
have been revised two or three times.
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Relations between competition policy and

consumer policy

Typical objectives of regulators are:
— Ensuring effective competition.

— Encouraging private investment.

— Defending consumer interests.

« Competition is not an end in itself: it is a way of improving
services to consumers.

« During moves from monopolies to full competition, regulation
must make up for inadequate competition.
« Even with full competition, consumer policy is needed, as:
— Some services are essential.
— Market failures can persist for disadvantaged consumers.
— Purchase decisions become very complicated.

Regulation can continue to complement competition.
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Evolution of competition and consumer policy

Consumer protection involves .
counteracting market failures and
preventing abuse in (for example):

Missing or wrong price information.
Unauthorised or misleading sales.
Incorrect or incontestable bills.
Scams.

.......
--------
.......
.
.....

regulatory effort |

Consumer empowerment involves
assisting choice and instilling
confidence with (for example):

— Tariff and quality comparisons.

— Complaints handling (sometimes).

— Dispute resolution (sometimes).

— Processes for changing suppliers.

.consumer empowerment

consumer protection

.......... competitor protection

~ (ensuring effective competition)
=~ <competitor empowerment

time

Consumer empowerment can

(encouraging private investment)

become more appropriate

as markets and consumers mature.
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Current legislative acts for consumer protection in
the EU

Electronic Commerce Directive.
« Unfair Commercial Practices Directive.
« Consumer Rights Directive.
* Privacy and Electronic Communications Directive, as amended.
« Various directives for all sectors on, for instance:

— Data protection.

— Electronic signatures.

— Sales and guarantees.
— Unfair contract terms.

« Various directives for specific sectors on, for instance:
— Travel services.
— Financial services.
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Ways of selling

Distance selling through, for instance:

— Websites with order forms.

— E-malil messages.

— Fax messages.

— Telephone calls, with or without live speakers.

— Television and radio programmes and advertisements.

— Letters and leaflets, with or without names and addresses.
— Press advertisements with order forms.

— Catalogues.

Off-premises selling in, for instance:
— The house of the purchaser.

— A street.

On-premises selling at, for instance:
— The shop of the seller.

— A hotel.
Antelope Consulting
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Electronic Commerce Directive (2000)

 Required clear identification of commercial communications.
 Required easily accessible information about online
advertisers and sellers, including, for instance:
— Contact details.
— Tax registrations.
— Professional authorisations.
— Full prices.
 Required clear information about how to correct and complete
electronic contracts.

 Ensured equal weight for electronic contracts and paper
contracts.

 Ensured exemption from liability of intermediaries that merely
carried or stored information.
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Consumer Rights Directive (2011)

« Banned hidden charges in website offers.
« Banned pre-selected boxes in website offers.

« Banned extra charges for using credit cards and for calling
hot-lines provided by sellers.

 Required full disclosure of the total costs.
 Required full information about restrictions on digital content.

 Required rights to cancel within 14 days of delivery (or a year
If this was not explained clearly).

 Required complete refunds (including delivery costs) within
14 days of return of the goods.

 Covered auctions, as well as fixed-price sales, by professional
sellers.

 Ensured identical treatments of distance selling, off-premises
selling and, where appropriate, on-premises selling.
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Unfair Commercial Practices Directive (2005)

« Banned misleading practices, such as:

— Providing information that might be correct but that would
probably deceive average consumers in the target market.

« Banned aggressive practices, such as:

— Applying pressure that might not be threatening but that would
significantly limit abilities to make informed decisions.

« Extended black lists to thirty practices explicitly banned in all
situations, such as:
— Urging children to buy (or to pester others to buy) something.
— Making fake “free”, “limited availability” or “limited time” offers.
— Pretending to be a sighatory to a code of conduct.
— Making false claims about curing ailments.

 Extended safeguards to ban practices that would fool
particularly vulnerable consumers not in the target market.
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Privacy and Electronic Communications Directive
(2002) as amended (2009)

Banned unsolicited commercial communications not
authorised by the consumer free of charge.

 Required stating the purposes and ways of collecting personal
Information (including any about traffic and location).

« Banned collecting personal information (including any about
traffic and location) not authorised by the consumer.

 Required preventing alteration or disclosure of personal
Information (including any about traffic and location) not
authorised by the consumer.

 Required reporting possible security breaches and appropriate
remedies to consumers and the security authorities.

« Facilitated legal proceedings about unsolicited commercial
communications by consumers and organisations.

« Banned downloading and uploading to consumer terminals not
authorised by the consumer.
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Consumer awareness publicity: electronic goods
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Source: EU sweep report 2009 (http://ec.europa.eu/consumers/enforcement/sweep/electronic_goods/index_en.htm)
Note: The bad points and good points can be revealed by “mousing” over the attention marks.
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Consumer awareness publicity: event tickets

& What consumers should watch out for

FREE
- s JETTREI

ROCK CONCERT

BRUSSELS
18-10.06.2010

Ticket: £80.00
G el

Now with FREE delivery !

ROCK CONCERT

BRUSSELS
18-10.68.2010

T(ckot €80. ﬂl]

Cick now 1o g=t your tee fictet

MOVIE ABC
Brussess

200201 CONCERT DEF

Brussels
‘ oouctnr ABC 22302010

L}
posop N ; ’
o - I8 00102010
COMCERT 1K CONCERT 1K
Faszer

FESTIVAL ABC ATHLETISM FESTIVAL ABC Hassex )y ATHLETISM

X09.2010

o Lidoe Lidge
228 112010 QN 26.28.11.2000

Libge Lidoe
28 112010 3 2620 11,2010

Tem ol rers mards Sem 3l nws corem |y d Tandirews woul everdy Yem o rers wards 2 Yan ol rees 1 werds

Corumnts
Sped Naks reoney row

Terms & Conditions A S0% Exchintes decoust cust

Our viiues Vitwrs b8 vy offer? Toask R s redl frve

Mow 8 00 pervoe? Lot o e
ok for AreyCoreperry

Cortacten Nore FADS on yaur privecy

Source: EU sweep report 2010 (http://ec.europa.eu/consumers/enforcement/sweep/online_ticket sales/index_en.htm)
Note: The bad points and good points can be revealed by “mousing” over the attention marks.
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Amendment to the PRC Law on the Protection of
Consumer Rights and Interests (2013)

« Banned unsolicited commercial communications if the
consumer had not authorised them.

 Required essential information about online advertisers and
sellers (including contact details and, where relevant, prices).

 Required rights to cancel within 7 days of delivery.

 Required complete refunds (including delivery costs) within 7
days of return of the goods.

 Required stating the purposes and methods of collecting
personal information.

« Banned collecting personal information if the consumer had
not authorised it.

 Required preventing alteration or disclosure of personal
iInformation if the consumer had not authorised it.

« Facilitated legal proceedings by a particular organisation on
behalf of consumers.

ﬁ Antelope Consulting 38



Topics

« Scope of e-commerce

« Statistics about e-commerce
« Laws about e-commerce
 Problems with e-commerce
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Consumer use of online access in the EU (2013)

QC3. Which of the following activities do you do online?

84%

Email 85%
i ine N 607
Reading news online BE%
Using online social networks MeeeecGc—G— 55
Buying goods or services (holidays, - p— 507
books, music, etc.) 53%
i ing I 487
Online banking 48"!3
Playing games online %%:,{:
Watching TV - 19%
Selling goods or services NE—— 1235{2&
Other (SPONTANEOUS) B 3%
Source: Cyber security 2013 (Eurobarometer, 2014) 1 1%
Sample: 500 (in Cyprus, Luxembourg and Malta) or None (SPONTANEOUS) 2":%.
, B EB79.4 May-June 2013
1000 (elsewhere) adults in each country . 0%
Base: Those using online access Don'tknow o, W EB77.2 March 2012

Consumer policy should consider sales by consumers
as well as sales to consumers.
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Consumer concern about cybercrime in the EU

(2013)

QCS5. What concerns do you have, if any, about using the Internet for things like online banking or buying things online?

You are concerned about someone taking/misusing
your personal data

You are concerned about the security of online
payments

You prefer conducting the transaction in person
€.g. 0 you can inspect the product yourself or ask
a real person about them

You are concerned about not receiving the goods
or services that you buy online

Other

None

I EB79.4 May-June 2013
EB77.2 March 2012

Don't know

e, 7%

I, (5%

19%

KR

4%

I,  2:°

21%

B

2%

Source: Cyber security 2013 (Eurobarometer, 2014)
Sample: 500 (in Cyprus, Luxembourg and Malta) or 1000 (elsewhere) adults in each country

Base: Those using online access

73’ Antelope Consulting
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Consumer reaction to cybercrime in the EU (2013)

QCB6. Has concern about security issues made you change the way you use the Internet in any of the following ways?

Have installed anti-virus software

Do not open emails from people you don’t know
Less likely to give personal information on websites
Only visit websites you know and trust

Only use your own computer

Use different passwords for different sites

Less likely to buy goods online

Changing security settings (e.g. your browser, online social
media, search engine, etc.)

Less likely to bank online

Cancelled an online purchase because of suspicions about
the seller or website

Other (SPONTANEQUS)
None (SPONTANEOUS)

W EB79.4 May-June 2013
EB77.2 March 2012 Don't know

Source: Cyber security 2013 (Eurobarometer, 2014)

46%
51%

40%
43%

3%

I 18%

2%
2%

16%

Sample: 500 (in Cyprus, Luxembourg and Malta) or 1000 (elsewhere) adults in each country

Base: Those using online access

73’ Antelope Consulting
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Consumer concern about cybercrime in the EU
(2013)

QC12. Could you please tell me to what extent you agree or disagree with each of the following statements?

You avoid disclosing personal | EEENE o0 N 7o [ oo W% 1%

information online 51% 38% 8% 2% 1%

Voubellee the ik of becoring 2 - I . I . W T

victim of cybercrime has increased
. 0/ 0/ ul-_r nl_,.
in the past year 32% 42% 13% | 3% 10%

You are concerhed that your orline . | »c+. I : I 5 3%

personal information is not kept " . i iy
secure by websites 2M% 45% 20% 5% 3%

O e fomation ot vevy M - I ¢ S v -

personal information is not kept

secure by public authorities % 42% 24% T 3%
EB79.4 May-June 2013 = E B o
EB77.2 March 2012
Totally agree Tend to agree Tend to disagree Totally disagree Don't know

Source: Cyber security 2013 (Eurobarometer, 2014)
Sample: 500 (in Cyprus, Luxembourg and Malta) or 1000 (elsewhere) adults in each country
Base: Those using online access
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Consumer concern about cybercrime in the EU
(2013)

QC10. And how concerned are you personally about experiencing or being a victim of the following cybercrimes?

Identity theft (somebody stealing your personal data and impersonating you, | N N 15 N /¢ M 32% (N 15% @ 1%
e.g. shopping under your name) 24% 3% 26% 1% 2%

Being a victim of credit card or banking fraud online I N 15°: NN : 10 N 320 N 7% 2%

Your social media or email account being hacked | N 13° N :2°: I 6% (N 5% 1%
I 1> I 25 R 330 I 1% 2%

Accidentally encountering child pornography enline 24% 7% 28% 19% 2%
Receiving emails or phone calls fraudulently asking for access to your o I 2 I 38% o 1 19
» computer, logins, or personal details (including banking or payment - 131:3,’, %0 032% 22%‘: e 1252 1 n;
information) ’ ¢
Online fraud where goods purchased are not delivered, counterfeit or notas N 117 | 3. [N 37% I 19% 2%
advertised 14% 35% 33% 16% 2%
Not being able to access online services (e.g. banking services) because of NN 10% NN 27" I 40 | 21% 2%
cyber attacks 12% 3% 35% 19% 3%
Accidentally encountering material which promotes racial hatred or religious [ 10% NN 25 I 41% [— 3% | 1%
extremism 13% 28% 3% 0% 2%
EB79.4 May-June 2013 | [ | = [ |
EB77.2 March 2012
Very concemed Fairly concerned Not very concerned Not at all concerned Don't know

Source: Cyber security 2013 (Eurobarometer, 2014)
Sample: 500 (in Cyprus, Luxembourg and Malta) or 1000 (elsewhere) adults in each country
Base: Those using online access
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Consumer experience of cybercrime in the EU
(2013)

QCY. Cybercrimes can include many different types of criminal activity. How often have you experienced or been a victim of the following situations?

VIUEIS0 IR of Dot cas RNV EEEE Y I <+ I 7%

access to your computer, logins, or personal details
38% 61%
(including banking or payment information)

Accidentally encountering material which promotes racial [N 14" [N, c5°o

hatred or religious extremism 15% 83%
Not being able to access online services (e.g. banking I 12 |, 7
services) because of cyber attacks 13% 85%

Your social media or email account being hacked I 127 |, 57
Online fraud where goods purchased were not delivered, I 10" NN 9>

counterfeit or not as advertised 12% 86%

Being a victim of credit card or banking fraud online NN 7> N 020

Identity theft (somebody stealing your personal data and I 6 | NN, o3

impersonating you, e.q. shopping under your name) 8% 90%
EB79.4 May-June 2013 & a
EB77.2 March 2012
Often/Occasionnally Never Don't know

Source: Cyber security 2013 (Eurobarometer, 2014)
Sample: 500 (in Cyprus, Luxembourg and Malta) or 1000 (elsewhere) adults in each country
Base: Those using online access
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Experience of problems with delivery in the EU by
survey year (2012)

mFL358 wFL332 wmFL299 EB5298 o~ EBS5252
(2012) (2011) (2010) (2008) (2008)

A delay in the delivery of
something purchased from a
retailer\provider located in
(OUR COUNTRY)

You purchased something
from a retailer\provider
located in (OUR COUNTRY)
and it was not delivered at all

Source: Consumer attitudes towards cross-border trade and consumer protection 2012 (Eurobarometer, 2013)
Sample: 500 (in Cyprus, Luxembourg and Malta) or 1000 (elsewhere) adults in each country
Base: Those making online consumer purchases

Experience of goods delivery is not obviously improving.
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Consumer knowledge of regulations in the EU
(2012)

Q6. Suppose you ordered goods by post, phone or the Internet, do you Q7. Imagine that a new fridge you bought 18 months ago breaks down Q8. Imagine you receive two educational DVDs by post that you have
think you have the right to return the goods you ordered 4 days after without any fault on your part. You didn't buy or benefit from any not ordered, together with a 20 euro invoice for the goods. Are you
their delivery and get your money back, without giving any reason? extended commercial guarantee. Do you have the right to have it obliged to pay the invoice?

repaired or replaced for free?

Inner pie : FL332 (09/2011)
Outer pie : FL358 (09/2012)

@ VYes @ \o Don't know

(correct @ Yes @ No Don't know @ No, and you are not obliged to return the DVDs (correct answer)
answer) gg;g; @ No, provided that you return the DVDs
Inner pie : FL332 (09/2011) Inner pie : FL332 (09/2011) bt ;es,'ty:u g i
Outer pie ; FL358 (09/2012) Outer pie : FL358 (09/2012) ot
Requesting a refund for Requiring the mending of Refusing to pay for
ordered goods faulty goods unsolicited goods

Source: Consumer attitudes towards cross-border trade and consumer protection 2012 (Eurobarometer, 2013)
Sample: 500 (in Cyprus, Luxembourg and Malta) or 1000 (elsewhere) adults in each country
Base: All

Knowledge of consumer rights is not obviously improving.
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Stages in “sweeps” of sales websites to investigate

and enforce regulatory compliance in the EU

« ldentify possibly non-compliant websites, by checking, for
Instance:

— Whether terms of sale in simple words are available before sales.
— Whether contact details and complaints procedures are provided.

« Select significantly non-compliant websites, by noting, for
Instance:

— Whether the infringements could have serious practical effects.

— Whether the available staff can handle the entire case load.
 Require changes to significantly non-compliant websites.
 Impose penalties on persistently non-compliant websites.

« Supplement checks with detailed scrutiny of websites to
establish, for instance:
— Whether free offers might lead children into paid subscriptions.
— Whether entire purchases by mystery shopping are satisfactory.
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Initial results of identifying possibly non-compliant
websites through sweeps in the EU

a0
M Missing, incomplete or

80 misleading information
about the price

70
M Missing, incomplete or
0 misleading information
about the seller
Percentage
of bit 20 7 M Missing, incomplete or
WEBSItES misleading information
40 A about the rights of the buyer
30 M Information presented too
deeplyinthe website or too
20 - late in the sale
10 - Unfair contract terms
ﬂ = T T T

Airline agencies  Mohbile phone  Electronic goods  Event tickets  Consumercredit Digital contents  Travel services
cantents
(402 websites (554 websites (369 websites (414 websites (565 websites (330 websites (552 websites
checkedin 2007) checkedin 2008) checkedin 2002) checked in 2010) checked in 2011) checked in 2012) checked in 2013)

Source: Antelope Consulting classification based on EU sweep reports
Note: Discrepancies between the initial results and the interim results are resolved in favour of the interim results.

On first investigation there are many infringements.
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Interim results of requiring changes to significantly
non-compliant websites through sweeps in the EU

a
80

80 A
M Regarded as non-compliant
70 - after identifying possibly
non-compliant websites

60 A
. " M Regarded as non-compliant
frc Ertags . after selecting significantly
o ) non-compliant websites
websites

40 1 Regarded as non-compliant

after requiring changes to
significantly non-compliant
websites

30 A

20 A

10 A

Airline agencies  Maobile phone  Electronic goods  Eventtickets  Consumercredit Digital contents  Travel services
contents
(402 websites (554 websites (369 websites (414 websites (565 websites (330 websites (552 websites
checkedin 2007) checked in 2008) checked in 2009) checked in 2010) checkedin 2011) checkedin 2012) checkedin 2013)

Source: Antelope Consulting classification based on EU sweep reports
Note: Discrepancies between the initial results and the interim results are resolved in favour of the interim results.

After partial enforcement there are still infringements.
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Lessons from the sweeps

* In the absence of investigation and enforcement very high
proportions of websites break the regulations.

* In sectors where sales are made to children (such as mobile
phone ringtones and wallpapers) there are particular problems.

* Investigation takes days, but enforcement takes months
(between 6 and 18) or years.

« A regulation might not be precise enough to avoid legal
challenge and the consequent delay.

* Intermediaries such as comparison websites need
Investigation along with direct sales websites.

« Enforcing compliance for websites outside the country
requires collaboration between regulators.

 Aregulator might have too few staff to take part.
A regulation might have too many clauses for full checks.

« A sector might have too many websites to be checked entirely.
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Some related problems

« Unfair treatment of competing search websites.

« Covert discrimination in pricing and search result ordering.
* Incomplete pricing and ranking on comparison websites.

« Falsification and deletion of user reviews.

Guidance is needed on when, if ever, these are acceptable.
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Possible changes to the display of search results
to meet objections in the EU

Google

gas grill

Web Shopping Maps Images Videos More ~ Search tools
Shop for gas grills on le Sponsored ®
—_— v
-D \ ‘

1

GP-Grill Gas Ealcon Qutback Blue Seal Burco
Grill - black/ Dominator Cobra CS9 444449459
£141.96 £888.00 £129.00 £897.60 £850.50
www.Ambient Catenng Appl Qutback Direct  Carlton Sales e-tradecounter

Buy a Gas Grill 2014 - Gas Grill Ratings - Gas Grill Reviews
bbq.about.com/cs/grills/bb/aabyb042503.him ~

Before you run to the hardware store to buy a new gas grill you should know that
there are a lot more grills out there than you'll find in one store. I've broken ...

Top 10 Gas Grills between Top 10 Gas Gnlls under $250 - Gas Grills under $250
More by Derrick Riches - in 1,156 Google+ circles

Top Gas grill Reviews | Best Gas grill - Consumer Reports
www.consumerreports.org » Home > Home & garden ~

Looking for the Best gas grill? Consumer Reports has honest Ratings and Reviews
on gas grills from the unbiased experts you can trust

Weber.com - Weber® Grills - Gas
www.weber.comvgrilis/cateqory/gas ~

Manufacturer of gas and charcoal grills, parts and accessories. Features recipes
senice and dealer locations

Grills - Gas - Parts & Support - Charcoal

Google

Ads ©®

Gasbarbecue nodig?
www.vanhattemhoreca.nl «
Diverse BBQ's in de aanbieding
Bestel veilig en snel online

Catering Gas Grills
www.nisbets.co.uk/Cooking-Machines ~
ok k¥ 10,305 seller reviews

Top Quality Cooking Machines

At low Prices. Free P&P Available!

barbecook® gas BBQs
www.barbecook.com/gas ~
Gasbarbecues met Extra Veel Smaak!
Ontdek nu de barbecook Gas Grills

Gas grills

www . beslist nigasbarbecues ~

Gasbarbecues nu al vanaf €39 95/
Keuze uit ruim 113 gasbarbecues

Gas Barbecues 70% off RRP
www_outdooriivingworid.co.uk/Gas_bbq ~
Huge Range Of Gas Barbecues

At Great Prices - Buy Online & Save

Gas-Grills im Angebot
www nextag de/Gas-Grills ~
Erstklassige Gas-Grills in vielen
Varnianten: Hier zum Niedngpreis!

Possible search results as they are now

gas grill
Web Images Maps Shopping More ~ Search tools
About 44,000,000 results (0,18 seconds)
Sponsored ®
Google Shopping results Alternatives
— R ® 5 o
-
-
o« )\ L4
GP-Grill Gas Blacktop 360 OUTBACK Supaprice Kelkoo Shopzilla
Grill - black/ ... Party Hub Gas 57cm . Beststock  Great deals
£141.96 £299.00 £127.99 ofgasgrils  ongasgrills on gas grlls
wwwAmble... Garden Gift... Outback .. {rom £150.00 from £129.00 from £180.00

www.weber.com/grills/category/gas ~
Gas Grills. Grill Shopping Tools. 0 Grill Comparison Grill Finder. Spirit® ... 4 or 6
stainless steel bumers + Backlit LED tank scale « Grill Out® handle lights.

: Shi Your r ini r
www.sears. g td king-gas-grills/b-1024073 ~
Sears features gas grills with a wide variety of features, including multiple bumers and
searing options. Entertain outdoors year round with gas grills.

com/...Grills-Grill...Gas-Grills...G:

WWW. -Grills/N-5ycivZest... ~
Natural Gas Grills - Gas Grills - Grills & Grill Accessories - Outdoors at The Home
Depot.

G
H

Ads @

www.amazon.com/patio ~

%k k) 336 reviews for amazon.com
Low Prices on Gas grill

Free Shipping on Qualified Orders.

www.groupon.com/ ~

k4 * 61 reviews for groupon.com
Save 50-90% Every Day

Thousands of Deals to Enjoy

gas grill

WWW.

Kk %k 3,550 seller reviews

1 (800) 299 9470

Huge Variety, Free In-Home Delivery
Price Match Promise on All Grills

www.wholesalepatiostore.com/ ~
1(888) 611 7227

Quality BBQ Grills

Come See Our Store Today!

www.ajmadison.com/ ~
Fk ok 1,074 seller reviews

Possible search results as they could be

Source: Antitrust: Commission obtains from Google comparable display of specialised search rivals- Frequently asked questions
(European Commission, 2014) (http://europa.eu/rapid/press-release MEMO-14-87 en.htm).
Note: The changed version displays results and advertisements from competing search services.
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Restraining power in the search website market

* Providers of specialised search websites (often for household
goods or for leisure and travel services) object to:
— The display in Google search results of its own specialised search

services, which is more prominent than that of competing search
services.

— The use by Google in its own specialised search services of
content (such as user reviews) from competing search websites.

— The agreements of Google with publishers to ensure that only its
own search advertisements appear on their websites.

— The agreements of Google with software developers to ensure
that online search advertising campaigns are not managed across
competing platforms.

« The European Commission has rejected a recent proposal by
Google to settle this case (after four years), after continued
objections by competitors.
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Unexpected price differences in the US

Hotel Renaissance Paris Arc de Triomphe

39 avenue de Wagram Pads, Pars, 75017 France

ok k ok

$633

v FREE cancellation

Pay now or at hotel

Price discrimination dependent on user category:
the result shown to a user

Hétel Renaissance Paris Arc de Triomphe

39 avenue de Wagram Pars, Pars, 75017 France

ok ok ok

| Select |

Price discrimination dependent on user category:
the result shown to the control

Save 30% Off - § Nights Or Mere

Eden Roc Miami Beach
whkkkk 41 /5 10leusas

4266
.
H & Price ts 47% tess Bian Usun 5209
Mewmd Beach Avgragte
Landmus 'k Mosry Beach bowel brmgs on B beachsade HiEE Canceflason

glarmmn SentPrce Gunartes

See details

AR These are § pecple Viewing Tes hatel
0 Lastbooked 13 hours ago

S25 Elle Spa Creait

Price discrimination on the basis of membership:
the result shown to a user that was not logged in

(VT EROT R Stay 3 nights, Save J5%

Eden Roc Miam| Beach
whkkd 41 /5 19lienen 4204

$194

]
FREE Cancellation
Sen "Yue Guitarses

.
Mot Beach

Landmark Muent Boach hoted brings on S beachside

Prrsnn

et i v
\ v . AAtH s b . [T

See detalls
AR Thete I8 1 person vewing this hose

QXIz'bbnnd 12 hours age

$25 Elle Spa Credit

Price discrimination on the basis of membership:
the result shown to a user that was logged in

Source: Measuring Price Discrimination and Steering on E-commerce Web Sites (Internet Management Conference, 2014)

(http://www.ccs.neu.edu/home/cbw/pdf/imc151-hannak.pdf).
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Analysis of price discrimination in the US

» Five (out of six) travel websites and four (out of ten) general retail websites appeared to have
different prices for different users, with differences of hundreds of dollars in some cases.

« Two travel websites offered reduced prices on hotels to “members”.

« Two travel websites listed hotels having higher prices first for certain users (mainly for A/B tests).

* One travel website made search results depend on earlier user actions: the offers to users who
had clicked on or reserved cheaper hotel rooms were slightly different, and very differently
ordered, from those to users who had clicked on or reserved dearer hotel rooms or clicked on
nothing (though the differences were not correlated with prices).

* One travel website made search results depend on the user terminal: the offers to users who used
a particular mobile operating system were slightly different, and very differently ordered, from
those to users who had used another operating system.

* One general retail website made search results depend on the user terminal (though the
differences were not major).

Source: Measuring Price Discrimination and Steering on E-commerce Web Sites (Internet Management Conference, 2014)
(http://www.ccs.neu.edu/home/cbw/pdf/imc151-hannak.pdf).
Sample: 300 controlled user trials of sixteen significant comparison websites in the US (for general retail and travel).

Pricing and search result ordering dependent on the user
can be acceptable but should be made clear at the time.
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Differences between energy price comparisons in

the UK

8:’.\.“5(,"1?.’1“,

g
Fresh Fixed Price Nov
2015v1

first: utility

iSave Fixed v30 October
2015

(,.w«»:%r/\k
9

Rate Saver 12 Month
Fixed 1410 Paperiess

u:mm%/\

Rate Saver 12 Month
Fixed 1410 Paperless

ay

&‘;ilv aenergy

Bright Fixed Price Nov
2015v1

-

Better Energy Fixed
(Online)

£351

annual saving

£348

annual saving

£320

annual saving

£320

annual saving

£317

annual saving

£316

annual saving

£91
(£80.67 per month)

£971
(£80.92 per month)

£998
(£83.17 per month)

£998
(£83.17 per month)

£1,001
(£83.42 per month)

£1,003
(£83.58 per month)

Monthly
Direct Debit

Monthly
Direct Debit

Monthly
Direct Debit

Quarterly
Direct Debit

Monthly
Direct Debit

Monthly
Direct Debit

Capped or fixed
rate

Capped or fixed
rate

Capped or fixed
rate

Capped or fixed
rate

Capped or fixed
rate

Green

Capped or fixed
rate

GoCompare

Source: Screenshots and Tables of Price Comparison Websites (PCWs) October 2nd to October 16" (The Big Deal, 2014)
(http://bigdeal.assets.d3r.com/pdfs/original/271-october-screenshots-and-tables.pdf)

« Cancellation fees apply
« 0800 UK customer service

centre

« Prices fixed until 30th

November 2015

Cancellation fees apply
Manage your account online

« Paperiess billing

Cancellation fees apply

« New UK energy company
« Paperiess billing

Cancellation fees apply

« New UK energy company
« Paperiess billing

« Cancellation fees apply
« 0800 UK customer service

centre

Prices fixed until 30th
November 2015

Cancellation fees apply

« Paperiess billing
« Prices fixed for 12 months

first:utility

# Canceliation fee of £30.00 per fuel if you leave this First Utility plan
before 31st October 2015

fore info

# Cancellation fee of £30.00 per fuel if you leave this Sainsbury's
Energy plan before 31st October 2015

- Q1%

fore info

4 Cancellation fee of £30.00 per fuel if you leave this SSE Southern

s # Oniine account management- no need for paper bills
@ Sorem oo
SSE Direct Electric plan within the first 12 months

# Online account management- no need for paper bills

newable electricity
i Oniine account management- no need for paper bills

i Cancellation fee of £30.00 per fuel if you leave this OVO Enery
y 4
plan within the first 12 months

£190.s

= 0800 6888 244

£15876
1 n Zr

3% Receive 1500 EON Reward points, worth 1500 Tesco Clubcard

e-on

points or £15 worth of high street vouchers.

# Cancellation fee of £5.00 per fuel if you leave this EON plan within

the first 12 months

4% Go paperless and receive a further £5 discount per fuel

4 This product is only available until 15th October 2014

uSwitch

£11847

annual savings

& 1500EON
Reward points
per customer per
year

Note: The overall prices are similar, but the alleged savings and the suppliers responsible for those savings are very different.
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Concealment in energy price comparisons in the
UK

« The largest never showed the cheapest offer.

» The largest regularly hid three out of the five cheapest offers.
 Some showed three or four times as many offers as others.

» All sometimes hid the cheapest offer from customers.

commission from the energy supplier); to find those offers, users needed to do between one and
four actions.

» All hid by default about a third of the offers available from them (which were those that did not earn

Source: Open letter from consumer campaign The Big Deal (www.thisisthebigdeal.com) to the major price comparison websites
(The Big Deal, 2014).
Sample: 200 mystery shopping visits to the five most significant comparison websites in the UK (for energy).
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Completeness

UK

of energy price comparisons in the

Comparison | Number of Number of Actions needed to find all the offers available on the
website offers found | offers found | comparison website
by default with actions

Compare 106 157 | Click ‘Refine your results’, select ‘Other options’, tick

the Market ‘Show tariffs | can't switch to now’, and click ‘Update
results’

GoCompare 98 154 | Go to ‘Filter results’, select ‘All tariffs’ under ‘Show me’,
and click ‘Update Prices’

uSwitch 26 47 | Select ‘No’ in answer to ‘Show plans we can switch you
to today?’

MoneySuper 49 74 | Reject pre-selected ‘Yes’ and select ‘No’ in answer to

Market ‘Show energy deals we can switch you to today?’

Confused 60 102 | Reject pre-selected ‘Yes’ and select ‘No’ in answer to
‘Show me tariffs | can switch to today’

Source: Open letter from consumer campaign The Big Deal (www.thisisthebigdeal.com) to the major price comparison websites

(The Big Deal, 2014)
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Analysis of comparison websites in the EU

» 48% did not describe how they generated income; a further 28% did not do so clearly.

* 66% did not describe how they chose sellers for comparison; a further 18% did not do so clearly.

* 69% did not describe how they ranked offers; a further 14% did not do so clearly.

» 73% did not describe how often they updated prices; a further 6% did not do so clearly.

* 17% did not list the cheapest correctly priced offer on the first page of results in the default
ranking; a further 45% did not put it as the first result.

* 29% did not provide the option to rank offers by price.

» 21% did not provide prices matching those of the sellers.

* 64% did not provide prices including taxes.

» 51% did not include details of the delivery costs.

» 80% did not provide any information on delivery time.

* 62% did not provide any information on product availability.

» 53% did not provide their full business addresses.

* 66% did not state their policies on fraudulent and rogue traders.

+ For websites that provided information about their business models, the first two sources of
revenue were advertising and pay-per-click (each used by over 50% of the websites); the next two
were payment for prominence of placing in results and payment for presence in comparisons
(each used by over 30% of the websites).

« The average savings from the cheapest offers on the websites relative to the average prices from
online sellers were 7.8%; the prices from online sellers themselves were lower than the average
prices from offline sellers, for many (but not all) goods.

Source: Consumer market study on the functioning of e-commerce and Internet marketing and selling techniques in the retail of

goods (Civic Consulting, 2011) and Comparison Tools Report from the Multi-Stakeholder Dialogue (European Consumer Summit,

2013).
Sample: 1106 mystery shopping visits to 233 comparison websites in the EU
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Analysis of comparison websites in the UK

* 44% did not describe how they generated income.

+ 89% did not describe how they chose sellers for comparison.

* 78% did not describe how they ranked offers.

* 70% did not describe how often they updated prices.

* 99% did not state their policies on fraudulent and rogue traders.

+ 73% did not have accreditation from sector regulators (such as Ofcom), sector associations (such
as International Air Transport Association) or general retail organisations (such as SafeBuy).

* Accredited websites were much better than non-accredited websites on 45% of important features,
but were slightly worse on 22%.

Source: Comparing comparison sites (eDigital Research, 2012).
Sample: 596 mystery shopping visits to 99 comparison websites in the UK (for energy, insurance, broadband, mobile phones,
package holidays and rail journeys).

Voluntary accreditation of comparison websites
raises standards but could be more demanding.
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Requirements of two regulators for accreditation in
the UK

Requirement for accreditation of a comparison website Ofcom Ofgem
Compare [Ofcom: electronic communications; Ofgem: energy] providers Yes Yes
Cover all [Ofcom: sufficiently representative; Ofgem: generally available] tariffs Yes Yes
Be independent of providers No Yes
Avoid display of advertising near comparisons No Yes
Have full management and control of the data, calculators and displays No Yes
ldentify payments such as commissions from providers Yes Yes
Exclude special offers No Yes
Display current tariff and expenditure No Yes
Separate prices of items in bundles No Yes
Display at least ten tariffs directly and all tariffs readily No Yes
Make available sorting by price Yes Yes
Explain methods of payment No Yes
Refer to [Ofcom: quality of service; Ofgem: efficiency of use] information Yes Yes
Be updated [Ofcom: eight weeks; Ofgem: two days] after tariff changes Yes Yes
Be accurate, with display of date of most recent update Yes Yes
Undergo annual review Yes Yes
Ensure responses to complaints and enquiries within seven days of receipt No Yes
Offer advice offline as well as online Yes No
Be accessible to disabled users Yes No

Some differences between the requirements of the regulators
seem unnecessary and could cause confusion.
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Improving comparison websites

« Accredited websites should present, for instance:

— Clear simple explanations of why some products are mentioned
more or less prominently than others.

— Options for each standard feature of a product to determine the
rankings of comparison results.

— The dates of the most recent revisions of the information from the
sellers.

* Further improvements would include price calculations for:

— Individual service consumption data, which suppliers would pass
to consumers for onward transmission.

— Certain common service consumption patterns, which the
regulator would change from time to time (to stop sellers from
building their prices around them).

— Varying assumptions about delivery.
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Fake reviewing: a demand side example

] freelances

Zi Y TP '

- - - . » 4
J.. / // 22 » P
\ \ ' I ;\

4 Product reviews -- 2

This project is ending in 6 days and has an average bid price of $14 USD.

Get free quotes for a project like this

PROJECT BUDGET TOTALBIDS SKILLS REQUIRED

$10 USD 5 AMAZON WEB SERVICES GHOSTWRITING

PROJECT DESCRIPTION

Hi. I'm looking for someone to write positive amazon reviews for my products- slippers. |

am willing to pay for each review depending on the price. You will need multiple amazon

accounts to post unique reviews. Please let me know if you are capable of doing this job.
thanks

Source: Freelancer website 2014
(https://www.freelancer.com/projects/Ghostwriting-Amazon-Web-Services/Product-reviews.html?t=k&utm expid=294858-243.b-
eJtbpkSiGsiYbwp4IrVO.1&utm referrer=https%3A%2F%2Fwww.freelancer.com%2Fwork%2Ffake-review-writer%z2F).
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Fake reviewing: a supply side example

fiverr’ Join - Sign In | SiarESeting

Graphics & Design Online Marketing Writing & Translation  Video & Animation Music & Audio Programming & Tech Advertising Business

More

Writing & Translation, Reviews

All in Writing & Translation

Reviews 8 L=V Recommended New 22

Il

Show More
Delivery Time \ E Review writing services m
Up to 24 hours - NEED A
Games
Up to 3 days ' P /
Up to 7 days OOK REV' for just $51
e Any - 1 ’
| will write a positive review for | will create a Verified book I will write reviews for games
Seller Level your product,service or review without any word limit
New Seller : website
Level One
Level Two

Top Rated Seller ' m 4 R q
© |
sLOGGER’s \‘tLl S @cee
Seller Language : P

‘ REVIEWS |
32 )

English

(2
Spanish 1 T ST !
S | will write a 400 words blog I will review 1 IELTS essay, I will write positive reviews in
SR post for your product or and provide suggestions Chinese for your product
website

Source: Fiverr website 2014

(https://www.fiverr.com/categories/writing-translation/writing-reviews#layout=auto&ref=seller language%3Azh&page=1).
Note: There are eighteen offers under this heading, not just the six shown here.
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Validating user reviews

« Users can find fakes difficult to detect.

« Humans might do better collectively than individually
(by marking reviews, reviewers and even markers as ‘helpful’).
 Automated detection schemes for fakes (related to those for
spam) inspect:
— Contents of reviews, such as uses of particular words, phrases,
spelling or punctuation, or similarities between different reviews.

— Information about reviews, such as star ratings, times and places
of posting, and user identifiers and IP addresses.

— Unlikely conditions, such as numbers of reviews disproportionate
to numbers of sales, or reviews by one reviewer in several places.

 Reviewers can design reviews to pass such inspections
(by writing 3-star reviews as well as 4-star ones, for instance).

Fake reviews can be widespread,

at least in the absence of automated detection.
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Analysis of user comments about two

companies

Pl_79.65%

The proportion of numbers of
pairs of similar comments by
(probably) unpaid users
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The geographic distribution of
(probably) unpaid users
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pairs of similar comments by
(probably) paid users
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o

The geographic distribution of
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Source: Battling the Internet Water Army: Detection of Hidden Paid Posters (http://arxiv.org/pdf/1111.4297v1.pdf).

Note: Tencent and 360 (about which comments were posted in Sina and Sohu) are companies in Guangdong and Beijing respectively.

Base: 552 users and 20738 comments for Sina, and 223 users and 1220 comments for Sohu.
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Physical substitutes for fake user reviews

The secretary-general of the Mobile Internet Industry Alliance [Li Yi] says he has received threats after
alleging that long queues of people lining up to buy mobile phones from a store in Beijing were
actually hired by the company to create a false image of the product's popularity.

Li told the Global Times that he has received numerous mobile phone messages, including one that
called him a “devil that should not exist in the world” after he made the allegations.

Li alleged that people making up a 300-metre-long queue waiting to buy a mobile phone from the
Meizu store in Sanlitun, Beijing, on New Year's Day [2011] had been paid to stand in line. He said the
manufacturer spent CNY 300,000 (USD 45,275) for the “potential customers.” Locals branded them a
“water army,” a term that refers to people who are hired to promote a product under the guise of
being genuine customers.

He also accused the manufacturer of paying Internet users to write positive posts about the product
online. “l have been harassed by them since January 3 and my life is in turmoil now,” Li said.

He believed that the messages were sent by people hired by the manufacturer, an accusation the
company has denied.

Li said that hiring online “water armies” was common. “The more posts the Internet users put online,
the more money they get,” Li said.

The marketing director of Meizu was quoted by the Guangdong-based Time Weekly as saying that Li's
allegations were ignorant and ridiculous.

Source: ‘Water army’ whistleblower threatened (http://english.peopledaily.com.cn/90001/90776/90882/7253359.html).
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Government counterparts of fake user reviews

Gansu government recently [2010] announced that it was recruiting a team of 650 Internet
commentators to “guide” public opinion through posts and replies to comments by Web users on
Internet forums.

The recruits were soon being ridiculed by other netizens as the "5 mao army,"” or "5 mao dang,"
referring to those who are paid 50 Chinese cents to post comments favorable to the government.

Some critics say the term “5 mao army” is a product of prejudice under western influence. Zhang
Shengjun, a professor of international politics at Beijing Normal University, recently wrote in the
Chinese edition of the Global Times that the foreign media are crucial in spreading the term. “Now it
has become a baton waved towards all Chinese patriots...Is there nothing worth admiring in China?
Should Chinese government always be the target of criticism?” Zhang said.

According to a veteran media professional with more than 20 years of experience, government
websites will approach commentators from traditional media on various issues such as the United
States arms sales to Taiwan. “It is my decision whether to write under my real name or a pen name,”
said the journalist, asking that his name be withheld. “l was sometimes advised to take a stand
different from the government position, so as to create a discussion.” He said the ensuing online
debate “helps the public better understand the issues and the truth behind them.”

In addition, marketing companies specializing in online promotion write comments praising certain
products to lure consumers into buying them, or at least influence the public’s buying decisions.

Source: Invisible footprints of online commentators
(http://web.archive.org/web/20100208224640/http://special.globaltimes.cn/2010-02/503820.html).

ﬁAntelope Consulting


http://web.archive.org/web/20100208224640/http://special.globaltimes.cn/2010-02/503820.html
http://web.archive.org/web/20100208224640/http://special.globaltimes.cn/2010-02/503820.html
http://web.archive.org/web/20100208224640/http://special.globaltimes.cn/2010-02/503820.html

What are the problems in China?

 Overtoyou...
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